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Objective
To obtain a challenging position as a Unix/Linux Systems or Security Administrator within a large exciting company.


Summary of Qualifications
All areas of Unix/Linux System Administration.  Linux Systems installation and integration.  All areas of Security Administration including maintenance and installation of Host and Network Based Intrusion Detection Systems. Penetration Testing. Java software development.

Skills/Experience 
$ 
(2 Years) Java J2SE including Swing, AWT, cryptographic, & socket programming.

$ 
(3 Years) Intermediate C++ programming

$ 
(2 Years) Basic C programming

$ 
(5 - 6 years) Common Unix shell’s (BASH, C Shell, etc)

$ 
(3 years )Perl as related to system administration

$ 
(2 years )Intermediate Coldfusion 5/MX Programming

$ 
(6+ years) Installation of Redhat, Slackware, OpenBSD, and Solaris for Intel.

$ 
MySQL & Apache for Unix

$ 
Sendmail & Postfix Administration  

$ 
Various ftp daemons including Wu-ftpd and Vsftpd.

$ 
DNS & BIND

$ 
Installation & administration of Cyrus and Washington Univ. IMAP/Pop3 packages

$ 
(3 years) Implementation & management of Snort IDS & various IDS consoles.

$ 
Samba/NFS/AFS
$ 
OpenLDAP

$ 
OpenSSH/F-SecureSSH & OpenSSL including certificate management

$ 
Installation & Configuration of Coldfusion and Chili!Soft ASP

$ 
(2 years) Penetration Testing (using all open-source tools, following OSSTM standard) 

$ 
(2 years) Security Auditing/Incident Response

$  
(4 – 6 years)Networking: TCP/IP, Ethernet, SonicWALL SonicOS (Certified CSSE)

$   
Classroom only: ATM, FDDI, & Cisco IOS

Employment (most recent)
System & Security Administrator
APRIL 2001 - Current
Webpage Associates - doug@clickdoug.com
San Antonio, Texas
Webpage Associates is hosting provider that hosts a large majority of Macromedia User Groups, provides specialized Coldfusion Hosting, and enterprise class Spam & Virus solutions.
Performed multiple installations and configurations of various Linux based systems (Redhat 7.1 - 9.0). Installed and configured Chili!Soft ASP, Coldfusion 5 & MX, Webmin, Usermin, Virtuamin, SquirrelMail, and many other programs.  Suggested, designed, and implemented cost effective high volume centralized postfix based mail gateway, to reduce spam, and virus incidents for all of Webpage Associates clients. This system subsequently became a WebPage Associates Service and is now the gateway used by major local companies including Budco Distributing.  Also suggested, and implemented two Snort Intrusion Detection Systems to enhance security in-depth posture for the WebPage Associates Network. 

Currently designing an OpenLDAP/Postfix/Cyrus-pop3/SquirrelMail system implementation to replace or integrate with existing Windows Based Email Infrastructure.

Duties:

Conduct System Administration of Redhat 7.3 based enterprise critical servers. Including administration of all IP-Tables Firewall’s, MySQL, Apache Web Servers (including Coldfusion MX), a  Sendmail mail server, and a high volume postfix based gateway, administration of vsftpd and wuftpd, as well as various other applications. Provide Tech  Support for hosted clients as related to Apache, mail,  ftp, and MySQL issues. 

Perform Security Administration on all Linux servers.  This includes management of HostSentry, PortSentry, and Tripwire. Conduct vulnerability scans of all Linux and Windows systems, and perform scheduled audits of all Linux systems. Actively monitor correlated IDS data via ACID, and customized “Snort Alert Monitor” (SAM). Perform 24 Hour incident response for all Linux systems.  Perform audits of all Coldfusion applications as requested by clients.  These audits are comprised of SQL injection tests, and cross-site scripting vulnerability testing.  
System & Security Administrator - Consultant
August 2003 - Current
Ranchforeman Ltd. - (contact available by request)
San Antonio, Texas
Duties:

Conduct system administration of 4 Redhat 7.2 based enterprise critical servers. Including administration of MySQL, three Apache web servers (including ColdfusionMX), Sendmail mail server, and administration of Cyrus based POP3 and IMAP users.  Perform end user tech support as related to use of Sendmail, IMAP, and custom web mail interface. Perform total tech support for Ranchforeman Ltd. employees.

Conduct standard security administration on all 4 servers also including, installation and management of HostSentry, PortSentry, Tripwire, and JsynFwatch. Conduct scheduled vulnerability scans, and audits.  Implemented secure SSL tunnel for ColdfusionMX to mail server transactions.

System Administration - Consultant
JULY 2003 - Current
Good News Enterprises - mike@gne-ws.com
San Antonio, Texas
Contracted for installation and configuration of Redhat 9 based Postfix gateway.  This server  is based on the server designed for WebPage Associates, and will be used by companies such as, the Texas Plastics Center, and ArchComm Design Inc.  

Duties:

Perform basic system administration, and provide tech support directly for Good News Enterprise employees as related to Email gateway, spam, and virus issues.

Incident Response - Consultant
AUGUST 2003
Ranchforeman Ltd.
San Antonio, Texas
Contracted by Ranchforeman Ltd. to conducted system audits.  Audits found that three systems where compromised by multiple intruders, and required total re-installation of their O/S (RedHat 7.2).   Also installed ColdfusionMX on two web-servers, Webmin, and SquirrelMail. Configured three Apache web servers, one MySQL server, Sendmail, and various other programs. Helped client trouble shoot network connectivity issues related to his Cisco switch, and domain-name resolutions.

Consultant
May 2003
Ranchforeman Ltd.
San Antonio, Texas
Contracted for reinstallation and configuration of three Redhat 7.2/3 based systems to act as mail servers, and two web servers.  After frequent contact with tech support of clients’ system manufacturer, client opted to remove proprietary raid cards on two servers and switch to a software raid due to Redhat compatability issues. Also installed ColdfusionMX on two web-servers, Webmin, and SquirrelMail. Configured 3 Apache web servers, re-configured MySQL Server, Sendmail, and various other programs.  I extensively briefed client on administration of Sendmail+SASL usage, and general system administration. Helped trouble shoot pre-existing MySQL issues related to user logins.

Volunteer Work
$ 
Volunteer for The City of San Antonio’s Emergency Operations Center (EOC), Communications Support Group, and Computer Communications Sub-group.

$ 
Board Member of San Antonio Macromedia Coldfusion User Group.

$ 
Assistant Webmaster for San Antonio Linux Users Group (SATLUG)

$ 
Co-Project Leader of the SATLUG Honeynet Project (not yet active).

$ 
Author of various programs including Jnemesis Packet Injection Front End.

$ 
Quoted O’Reilly book reviewer.

Education
Bachelors of Computer science
Current/Still Attending
Park University
Lackland AFB. San Antonio, TX
Currently holding 4.0 GPA

Languages


English (Fluent - No Accent – US Citizen)


German (Native)
